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Abstract-Nowadays on the Internet, there is a huge and 
growing expanse of unsought traffic like phishing, spam and 
distributed access denied service attacks. To solve this problem 
we can generally filter unsought traffic on routers based on the 
source IP addresses. Since the boundless number of existing 
filters in routers now are aggregation used in practice: a sole 
filter and block defines a variety of IP addresses. Consequently 
blocking of all (unsought and desired) traffic caused from hosts 
with IP addresses in that range. Here, a set of algorithms is 
been established that specified a blacklist containing the source 
IP addresses of unsought traffic and a limitation on the number 
of sieving, build a set of sieving rules that enhance the 
interchange between the unsought and valid traffic is blocked 
and permits furtive distribution amongst a group of members 
with Multiprotocol label switching(MPLS). Furthermore, to 
illustrate that precise good when applied to realistic sharing of 
causes of unsought traffic, that is said to exhibit space and time 
elements clustering. But it is exclusive to block valid traffic 
from the prefix filtering. We will show how to choose optimal 
prefix to filter for different situations, attacking political 
entrepreneurs. 

I. INTRODUCTION 

It is well recognized that there is a great and cumulative 
amount of unsought traffic on the Internet today, as well as 
flooding and other denial-of-service attacks, scanning, 
phishing, etc. The sources of unsought traffic are normally 
compromised hosts infected with malicious code.One 
mechanism that is used currently to avoid unsought traffic 
from reaching the targets is to custom access control lists 
(ACLs) at the routers to block packets that are measured 
unsought. ACLs are processes that can order packets allowing 
to a arrangement of fields in the IP header. In this paper, we 
are concerned in sieving based on the source IP addresses of 
unsought traffic [1]–[3]. We assume that these sources are 
known and given to us as a (black)list. Several such blacklists 
are made today from firewall and intrusion detection system 
logs, through publicly accessible [4] or offered equally a 
service [5], [6]. ISPs [3] and organizations also continue their 
own private blacklists based on historical data appropriate to 
their own networks. Such approaches that separate between the 
unsought and appropriate traffic are required to build blacklists 
but are measured out of the scope of this paper. The knowledge 
to the difficult we study here is a blacklist, i.e. a list of bases of 
unsought traffic, that is measured given and accurate. Once a 
blacklist is delivered, filtering can be used as a first, uneven 
but cheap, step of defense [1], [3]. Sieving based on a blacklist 
contains constructing a set of ACL rules to chunk unsought 
traffic so as to meet certain criteria. A router would if possible 
block each source in a blacklist with a single ACL rule. 
Inappropriately, the total of ACLs that can be instantiated in 
today’s routers is orders the amount smaller than the number of 

attackers. A practical method used in its place is to block 
ranges (typically prefixes) of addresses. This collection has the 
advantage that it decreases the number of sieves and the 
disadvantage that it also blocks traffic creating from legitimate 
IP addresses in the blocked range. For a given number of 
sieves, the main tradeoff elaborate the sieving is betweenthe 
number of sources of unsought traffic positively blocked and 
the valid traffic accidentally blocked (also called “collateral 
damage”). Clearly, there are several factors that affect the 
effectiveness of sieving, including the sum of sieves available 
equaled to the number of attackers, and the spreading of attack 
sources in the IP address space.  

The spatial and temporal behavior of sources of unsought 
traffic has been studied newly by several measurement papers 
[7]]. These papers found that the bases of unsought traffic (or 
“Internet background radiation” as it was called in [7]) show 
clustering in the IP address space, import that most sources of  
unsought traffic are determined in a few varieties. This has also 
been reliable with our experience from studying various 
blacklists of unsought traffic [4]. Consider the eg. shown in 
Fig.1(a): an attacker instructions a large number of cooperated 
hosts to send traffic to a target V (say a webserver), hence 
exhausting the properties of V and precluding it from serving 
its legitimate clients. The ISP of V tries to protect its client by 
blocking the attack at the gateway router G. If possible; G 
should install one separate filter to block traffic from each 
attack source. However, there are typically smaller amount 
filters than attack sources, hence aggregation is used, i.e., a 
sole sieve (ACL) is used to block an whole source address 
prefix. This has the desired effect of reducing the number of 
filters necessary to block all outbreak traffic, but also the 
undesired effect of blocking valid traffic creating from the 
blocked prefixes (we will call the damage that results from 
blocking legitimate traffic “collateral damage”). Hence, sieve 
collection can be viewed as an optimization problem that 
attempts to block as several attack sources with as little 
collateral damage as conceivable, given a limited number of 
filters. Likewise, many measurement studies have 
demonstrated that malicious sources exhibit temporal and 
spatial clustering [3], a article that can be exploited byprefix-
based filtering.Motivated by this statement, we build compact 
rules that block entire ranges of source IP addresses. In real, 
we improve two algorithms that take as input a blacklist of IP 
addresses and select ranges to block. Algorithm BLOCKALL 
blocks all blacklisted sources so as to reduce the collateral 
damage. Algorithm BLOCKSOME block some of the sources, 
trading-off a decrease in the number of blacklisted IP addresses 
sieved for a decrease in collateral damage. The algorithms are 
best with respect to the above criteria and also computationally 
resourceful. We also spread these to provide safety by 
SECRET SHARING and MPLS respectively, so as to deal 
assume that the gateway router G has only two filters, F1 and 
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F2, available to block malicious traffic and protect the victim 
V . It uses F1 to block a single malicious source address (A) 
and F2 to block the total source prefix a:b:c:_, which contains 
3 malicious sources but also one valid source (B). 

 

 
Fig. 1. Example of a distributed attack. 

Let us Hence, the selection of filter F2 trades-off collateral 
damage (blocking B) for decrease in the number of filters 
(from 3 to 1). We note that both filters, F1 and F2, are ACLs 
fixed at the same router G.with time-varying blacklists, i.e., 
occurrences of a blacklist at different times. The processes 
bring significant benefit when applied to blacklists with 
inherent bunching of addresses, as it is the case in practice [7]; 
we establish that through imitation using realistic models for 
the spatial distribution of addresses in a blacklist. This paper 
builds on our earlier work, where we looked at a connected 
problem: how to sieve attack sources at the granularity of 
single hosts or gateway tiers so as to reduce the amount of 
valid traffic dropped, subject to restraints in the number of 
sieves and the target’s access bandwidth. The problem was a 
dissimilarity of the two-dimensional knapsack and its solution 
had high complexity.  

II. PROBLEM CREATION AND STRUCTURE 

A. Descriptions and Notation 

Let us first explain the notation used throughout the paper. 
Source IP addresses and prefixes. Every IPv4 address i is a32-
bit sequence. By the usual notation IP/mask we use p/l to 
denote a prefix p of length l bits; p and l can take values l = 0, 
1, ..., 32 and p = 0, 1, ..., 2l−1 in that order. Sometimes, for 
brevity, we write simply p to point out prefix p/l. We mark i ∈ 
p/l to indicate that address i is within the 232−l addresses 
covered by prefix p/l. 

Blacklists. A blacklist (BL) is list of N unique malicious source 
IP addresses that send malicious traffic near the victim. 
Identifying which sources are malicious and should be blocked 
is a tough problem on its own right, but orthogonal to the focus 

of this paper. We thoughtful that the set of malicious IP 
sources is correctly identified by another module (e.g., an 
interference detection system and/or historical data) in a 
preprocessing step and is given as input to our problem. An 
address is measured “bad” if it appears in a blacklist or “good” 
if it belongs to a whitelist (set of legitimate addresses), WL. 
The whitelist might or might not be explicitly given; in the 
latter case, it includes all addresses that are not in BL. 

Address Weight. In the unsure version of the problem, an 
address is just either bad or good, conditional on whether it 
appears or not in a blacklist respectively. In a additional 
common framework, a weight wi can be allotted to every 
address I to indicate the importance of an address. We use wi ≤ 
0 for every bad address i to indicate the advantage from 
blocking it; we use wi ≥ 0 for every good address i to indicate 
the collateral mischief from blocking it; wi = 0 indicates 
indifference about whether address i will be blocked or not. 
The weight wi can have different clarification depending on the 
problem. Generally, it can capture the amount of bad/good 
traffic originating from an IP address and therefore the benefit/ 
cost of blocking that address. Second, wi can fast policy: e.g., 
dependent on the quantity of money gained/lost by the ISP 
when blocking address i, the operator can agree to assign large 
positive weights to its main customers that should not be 
blocked, or large negative weights to the worst attackers that 
must be blocked 2.  

Sieves. In this paper, we focus on source address/prefix 
sieving. A sieve is a simple ACL rule that identifies that all 
addresses in prefix p/l should be blocked. Fmax indicates the 
maximum number of sieves accessible in TCAM for our 
purpose, and is given as input to our problem. Notice that sieve 
optimization is only expressive when the number of available 
sieves Fmax is much smaller than the number of malicious 
sources N, which is certainly the case in practice (see 
introduction and [1], [2]). The decision variable xp/l ∈ {0, 1} is 
1 if a sieve is assigned to block prefix p/l; or 0 otherwise. A 
sieve p/l blocks all 232−l addresses in that range. This has the 
preferred effect of blocking all bad traffic bp/l = |  i∈p/l∩BL 
wi| and the side result of blocking all valid traffic gp/l =  
i∈p/l∩WL wi, creating from that prefix. 

Secret sharing: A method for caring sensitive data, such as 
cryptographic keys. It is used to allot a secret value to a 
number of parts shares that have to be combined together to 
access the original value. These segments can  be given to 
single parties that protect them using normal means, e.g., 
memorize, store in a computer or in a safe. Secret sharing is is 
used in modern cryptography to lower the dangers associated 
with compromised data.  Sharing a secret feasts the risk of 
compromising the value cross several parties. Normal security 
conventions of secret sharing schemes state that if an adversary 
gains access to any number of shares lower than some denned 
threshold, it increases the information of the secret value.  

MPLS provides network operators a great deal of flexibility to 
distract and route traffic about link disappointments, 
congestion, and bottlenecks. When packets enter a MPLS-
based network, Label Edge Routers (LERs) give them a brand 
(identifier). These makes not only contain information based 
on the routing table entry (i.e., destination, bandwidth, delay, 
and other metrics), but also refer to the IP header field (source 
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IP address), Layer 4 socket number information, and 
distinguished service. Formerly this arrangement is complete 
and mapped, different packets are given to corresponding 
Labeled Switch Paths (LSPs), where Label Switch Routers 
(LSRs) place outgoing labels on the packets. With these LSPs, 
network operators can distract and route traffic based on data-
stream type and Internet-access customer. 

B. Validation and Overview of Sieving Problems 

Assumed a set of malicious and legitimate sources, and a 
amount of their importance (w’s), the goal of sieve selection is 
the building of sieving rules, so as to minimize the impact of 
malicious sources on the network using the available network 
resources (e.g., filters and link capacity). Conditional on the 
attack scenario, and the operator’s policy and constraints, 
dissimilar problems may arise. E.g., the operator may want to 
block all malicious sources, or may tolerate to leave some 
unblocked; the attack may be of a low rate or a flooding attack; 
the operator may control one or several routers. In the core of 
each sieving problem lies the following optimization problem: 

   Eq.(1) states the objective to minimize the total cost for the 
network, which consists of two parts: the security damage 
(terms with wi > 0) and the cost of leaving malicious traffic 
unblocked (terms with wi < 0). We denote 

Summation over all possible prefixes p/l: l = 0, ...32, p = 0, ...2l 
− 1 by,  p/l. Eq.(2) expresses the constraint on the number of 
sieves. Eq.(3) states that corresponding sieves are mutually 
exclusive, i.e., each malicious address should be blocked at 
most once, else sieving resources are wasted. Eq.(4) lists the 
decision variables xp/l parallel to all possible prefixes; it is part 
of every optimization problem in this paper and will be lost 
from now on for brevity. Eq.(1)-(4) provide the general 
framework for filter selection optimization. Different sieving 
problems can be written as special cases within this 

 
framework, perhaps with additional constraints. As we discuss 
in Section V-B, these are all multidimensional knapsack 
problems [4], which are in general, NPhard. The specifics of 
each problem affect intensely the complexity, which can vary 
from linear to NP-hard. In this paper, we formulate four 
practical sieving problems, and we develop optimal, yet 
computationally efficient algorithms to work out them. Here, 
we review the rationale late each problem and our main results. 
The particular formulation and detailed solution for each 
problem is provided in section III.  

[P1] BLOCK-ALL: Assume that a blacklist BL and a whitelist 
WL are given; a weight is also associated with every good 
address to indicate the amount of legitimate traffic originating 
from that address. The limit on the number of filters is Fmax. 
The operator wants to choose a set of filters that block all 
malicious sources so as to minimize the collateral damage. We 

design an optimal algorithm that solves this problem at low-
complexity (linearly increasing with N, i.e., the lowest 
asymptotical complexity for this problem). 

[P2] BLOCK-SOME: Accept that the same blacklist and 
whitelist are given, as in P1. However, the worker may be 
eager to block only some (instead of all) malicious addresses, 
so as to decrease the collateral damage, at the cost of leaving 
some malicious traffic unblocked. She can achieve this by 
assigning weights wi > 0 and wi < 0 to good and bad 
addresses, respectively, to fast their relative importance. [P3] 
FLOODING: In a distributed flooding attack, such as shown 
in Fig.1, a enormous number of compromised hosts send traffic 
to the victim with the resolution of fatiguing the victim’s 
access bandwidth. The problem is well-known and increasingly 
numerous and severe. Our framework can be used to optimally 
select sieves in this case, so as to minimize the collateral 
damage and meet the bandwidth constraint (i.e., the total 
bandwidth of the unblocked traffic should not surpass the 
bandwidth of the flooded link, e.g., link G-V in Fig.2). The 
input is the same as in P1-P2, and the weights capture the 
traffic volume originating from each IP source. We show that 
the problem P3 is NP-hard and we plan a pseudo polynomial 
algorithm that optimally solves FLOODING, and whose 
difficulty grows linearly with the total of traffic sources. 

[P4] DIST-FLOODING: Totally the problems aim at selecting 
sieves at a single router. Though, a network administrator, of 
an ISP or campus network, may use the filtering resources 
collaboratively across numerous routers to better secure 
against an attack. The question then is not only which sieves to 
select but also on which router to place them. Here, we 
attention distributed filtering, among many routers, against a 
flooding attack. We verify that P4 can be disintegrated into 
several FLOODING problems, that can be solved 
independently and optimally, one at each router. 

In Section II, we formulate the general framework for optimal 
source prefix sieving. In Section III, we study five specific 
problems that correspond to different attack scenarios and 
operator policies: blocking all addresses in a blacklist 
(BLOCK-ALL); blocking some addresses in a blacklist 
(BLOCK-SOME);provide security between group of 
participants in secret sharing; build path to forward whitelist 
with MPLS.For each problem, we design an optimal, yet 
computationally efficient, algorithm to solve it. To evaluate the 
presentation of our algorithms in realistic attack scenarios and 
we demonstrate that they bring important advantage in 
practice. 

III. SIEVING PROBLEMS AND ALGORITHMS 

In this section, we give the detailed formulation of each 
problem and the algorithm that solves it. Next ideal secret 
sharing with MPLS for whitelist. But first, let us define a data 
structure that we use to represent the problem and to develop 
all the following algorithms. 

B. Data Structure for Representing the Problem 

Definition 1 (LCP Tree): Given a set A of N IP addresses, we 
define the Longest Common Prefix tree of A, LCP(A), as the 
binary tree whose leaves represent the N IPs and all other 
nodes represent all and only the longest common prefixes 
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between any pair of IPs in A. The prefixes are planned in a 
hierarchy, with shorter prefixes towards the root and longer 
prefixes towards the leaves, so that the prefix equivalent to a 
parent node includes the prefixes corresponding to its two 
children. An example is shown and discussed in Fig.1.  

Goal. Given: (i) a blacklist of malicious addresses BL (ii) a set 
of valid sources (iii) weights assigned to each valid source 
address indicating the amount of traffic from that address and 
(iv) a limit on the number of sieves Fmax; select source 
address prefixes so as to block all malicious sources and 
minimize the security damage. 

Preparation. This can be communicated within the general 
framework of Eq.(1)-(4) by assigning wi > 0 to good addresses 
(the amount of legitimate traffic) and weight wi = 0. 

The objective is to minimize the total cost, which in this case is 
simply the total valid traffic blocked: p/l i∈p/l wi  xp/l 
= i∈p/l∩WL wi + 0 = gp/l. Constraint Eq.(7) implements that 
every malicious source should be blocked by exactly one sieve. 

Illustrating an Optimal Solution. We search for solutions that 
can be represented as a subtree of the LCP tree configuration, 
as described in the following:  

Proposition 3.1: Given BL and Fmax, there exists an optimal 
solution of BLOCK-ALL that can be represented as a pruned 
subtree of LCP(BL) with: the same root, up to Fmax leaves, 

and non-leaf nodes having exactly two children. 

 
Fig.2. Example of LCP-tree used in BLOCK-ALL. For ease 
of illustration, consider a 4-bit (instead of 32-bit) address 
space, i.e. from 0000 to 1111. Let BL = {0, 3, 4, 5, 7, 8,10, 11, 
12} all continuing address are good. 

 Proof: We prove that, for each possible solution to BLOCK-
ALL S, there exists another possible solution S0 that (i) can be 
represented as a pruned subtree of LCP-tree(BL) as described 
in the proposition and (ii) whose security damage is smaller or 
equal to S’s. This is sufficient to prove the proposition, since 
an optimal solution is also a possible one.  

 
In lines 4 and 10 of Algorithm 1, Xp(F) is started to the single 
prefix used. In line 12, after calculating the new cost, the 
corresponding set of prefixes is updated: Xp(F) = Xsl (F  n) [ 
Xsr (n). Theorem 3.2: Algorithm 1 computes the optimal 
solution of problem BLOCK-ALL: the prefixes that are 
contained in set Xp(F) are the optimal xp=l = 1 for Eq. (5)–(7).  

Proof: Remember that, zroot(Fmax) denotes the value of the 
optimal solution of BLOCK-ALL with Fmax sieves (i.e., the 
minimum collateral damage), while Xroot(Fmax) denotes the 
set of sieves selected in the optimal solution. Let sl and sr 
denote the two children nodes (prefixes) of root in the 
LCPtree( BL).  

Complexity: The LCP-tree is a binary tree with jBLj leaves; 
consequently, it has O(jBLj) midway nodes (prefixes). 
Computing Eq. (8) for every node p and for every value F 2 [1; 
Fmax  1] involves solving O(jBLjFmax) sub-problems, one 
for every pair (p, F) with complexity O(Fmax). zp(F) in Eq. (8) 
requires only the optimal solution at the sibling nodes, z(sl; F 
n); z(sr; n). Thus, scheduled from the leaves to the root, we can 
calculate the optimal solution in O(jBLjFmax2 ). In practice, 
the complexity is even lower, since we do not need to compute 
zp(F) for all values F Fmax, but only for F minfjleaves(p)j; 
Fmaxg, where jleaves(p)j is the number of the leaves in prefix 
p in the LCP tree. Additionally, we only need to calculate 
entries zp(F) for every prefix p, s.t. we cover all addresses in 
BL \ p, which may require F Fmax for long prefixes in the 
LCP-tree. If it is, no extra action is needed, and S i = Si 1 . 
Then, we change the LCP tree that represents S i1 to also 
include the innovative bad address, as illustrated in Fig. 3. 

c.  BLOCK-SOME 

Difficult Statement: Given a blacklist BL, a whitelist WL, and 
the number of available sievs Fmax, the goal is to select sievs 
so as to diminish the total cost of the attack. Formulation: This 
is exactly the problem described by Eq. (1)–(4), but somewhat 
restated to better associate it with BLOCK-ALL. There are two 
differences from BLOCK- ALL. First, the goal is to minimize 
the total cost of the attack, which involves both security 
damage gp=l and the sieving benefit bp=l, which is expressed 
by Eq. (11). Second, Eq. (13) states that every bad address 
must be sieved by at most one prefix, which means that it may 
or may not be filtered. Where p is an middle node (prefix) and 
leaf is a leaf node in the LCP-tree. Difficulty: The analysis of 
Algorithm 1 applies to this algorithm as well. The trouble is the 
same, i.e., linearly increasing with |BL|.  

D. BLOCK-ALL vs. BLOCK-SOME:  

There is an curious connection between the two problems. The 
last can be viewed as an automatic way to select the best subset 
from BL and run BLOCK-ALL only on that subset. If he 
complete value of weights of bad addresses are significantly 
larger than the weights of the good addresses, then BLOCK-
SOME  degenerates to BLOCK-ALL. 
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Fig.3 Example of (i) BLOCK-ALL. BLOCK-ALL. Consider a 
blacklist of 10 bad IP addresses BL = {10.0.0.3, 10.0.0.10, 
10.0.0.15, 10.0.0.17, 10.0.0.22, 10.0.0.31, 10.0.0.32,10.0.0.33, 
10.0.0.57, 10.0.0.58} The table next to each node p shows the 
minimum cost zp (F ) figured by the DP algorithm for 
BLOCK-ALL for F = 1, ...number of leaves in subtree. The 
optimal solution to BLOCK-ALL consists of the 4 prefixes 
underlined in black. When a new address, e.g., 10.0.0.37, is 
added to the blacklist, a leaf node is supplementary to the tree 

E. BLOCK-SOME vs. FLOODING:  we see that, consider the 
partial Lagrangian relaxation of Eq. (18)-(21): For each fixed λ 
≥ 0, Eq. (30)-(32) are equivalent to Eq. (11)-(13) for a specific 
assignments of weights wip. This shows that dual feasible 
solutions of FLOODING are instances  of BLOCK-SOME for a 
particular task of weights. The dual problem, in the variable λ, 
aims exactly at tuning the  Lagrangian multiplier to find the best 
assignment of weights. 

 
F. SECRET SHARING 

It allows to share a secret among several participants such that 
only certain groups of them can improve it. Provable secret 
sharing has been proposed to achieve security against dishonest 
participants. Its first respect had the special property that 
everyone, not only the participants, can verify that the shares 
are perfectly distributed. We will call such structures publicly 
verifiable secret distribution schemes, we discuss new 
applications to escrow cryptosystems and to payment systems 
with revocable secrecy. 

G. MPLS MPLS, constraint-based routing, and better link state 
interior gateway protocols to be responsible for a background 
for traffic engineering. The general issues of designing an 
MPLS system for traffic engineering. The design of Global 
Center's MPLS system is presented. Multi-protocol label 
switching (MPLS) is a network management protocol intended 
to integrate layer information as bandwidth, latency or 
consumption into the IP layer. Mpls technology is more 
tractability by placing labels on IP packets and using label 
switched paths to communicate packets across the network. 
One of the most noticeable advantages of MPLS is the 
possibility for Traffic Engineering(TE) in IP networks.  

IV. SIMULATION RESULTS 

In this section, we calculate our algorithms using real logs of 
malicious traffic from Dshield.org. We establish that our 
algorithms bring significant benefit compared to nonoptimized 
sieve selection or to generic clustering algorithms in a wide 
range of scenarios. The reason is the well-known detail that 
sources of malicious traffic exhibit spatial and temporal 
clustering [3, which is exploited by our algorithms. Certainly, 
clustering in a blacklist allows to use a small number of sieves 
to block prefixes with high density of malicious IPs at low 
security damage. Furthermore, it has also been observed that 
good and bad addresses are typically not colocated, which 
allows for distinguishing between good and bad traffic [6], [7], 
and in our case for efficient sieving of the prefixes .  

BLOCK-ALL. We entered Algorithm 1 in these Scenarios I 
and II and we show the results in Fig.4. First, the optimal 
algorithm makes significantly better than a common clustering 
algorithm that does not achievement the structure of IP 
prefixes. In specific, it reduces the security damage (CD) by up 
to 85% compared to k-means, when run on the same (high-
clustering) blacklist. Second, the degree of clustering in a 
blacklist matters: the CD is lowest (highest) in the blacklist 
with highest (lowest) degree of clustering, respectively.  

 
Fig. 4. Valuation of BLOCK-ALL in Scenarios I (High 
Clustering blacklist) and II (Low Clustering blacklist). We plot 
the security damage (CD) (normalized over the number of 
malicious sources N) vs. amount of sieves Fmax. We compare 
Algorithm 1 to k-means clustering (we simulated 50 runs of 
Lloyd’s algorithm). 

BLOCK-SOME. In fig 5 we attention on Scenario II, i.e., the 
Low Clustering blacklist, which is the least satisfactory input 
for our algorithm and has the highest CD. Compared to 
BLOCK-ALL, which blocks all bad IPs, BLOCK-SOME 
allows the operator to trade-off lower CD for some unfiltered 
bad IPs by correctly tuning the weights assigned to good (wg) 
and bad (wb) addresses.  

 
Fig. 5. Valuation of BLOCK-SOME for Scenario II (Low 
Clustering blacklist).  

Three metrics are considered: (a) security damage (CD) (b) 
number of unfiltered bad IPs (UBIP) (c) and total cost CD + W 
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_ UBIP. The operator expresses partiality for UBIP vs. CD by 
tuning the weights wb; wg. We suspicious a high (214) and a 
low (210) value for W = wb /wg. 

For ease, we assign the same weight wg to all good addresses, 
and the same weight wb to all bad addresses. Related to 
BLOCK-ALL while leaving unfiltered only 10% of bad IPs 
and using only a few hundreds a sieves. The total cost of the 
attack (i.e., the weighted sum of bad and good traffic blocked) 
decreases as Fmax increases.  Simulation Scenario III. We 
study a web server under a DDOS attack. We accept that the 
server has a typical access bandwidth of C = 100 Mbps and can 
handle 10,000 connections per second (a typical capability of a 
web server that handles light content). We assume that each 
good (bad) source produces the same amount of good (bad) 
traffic.  

V. CONCLUSION 

In this paper, we announce a framework for optimized code 
Symptoms - based filtering. we calculated optimal greedy 
algorithms that build compact filtering rules to block IP 
address ranges given a blacklist and provide security 
.Framework is rooted in the theory Knapsack problem 's and 
present a novel extension will It. In it, we present a real 
problem for the compensation of increasing order of 
complexity. We also highlighted connections between different 
problems: at the heart of all problems lies BLOCK-SOME. 
BLOCK-ALL are special instances for specific assignment of 
weights, and we conclude this section with  secret sharing and 
MPLS. Remaining modules of flooding and distributed 
flooding  will detailed of my second phase.   
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